
U.S. immigration officials separated Maria* from her 3-year-
old son in 2019 because of information obtained through 
a foreign data-sharing program that accused her of “gang 
affiliation.” After months of investigation, her NIJC lawyers 
obtained an official document from the government of her 
home country confirming she had no criminal record. Only 
after Maria’s attorneys submitted this document to the U.S. 
Department of Justice was she released and finally reunit-
ed with her son. They were separated for more than three 
months.  

Maria’s story is one of many tragic cases of people caught 
up in a web of unreliable foreign-data-sharing programs that 
prejudice immigrants seeking asylum or other lawful sta-
tus in the United States. Foreign data sharing has become 
deeply embedded in U.S. immigration enforcement, resulting 
in myriad due process and civil rights violations. 

The U.S. government operates an expansive network of 
transnational data-sharing programs that immigration en-
forcement agencies access to target immigrants in the 
United States for arrest and to restrict access to asylum 

* This policy brief uses pseudonyms or first names only to protect the 
identity of all the individuals who shared their stories.
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and other forms of relief. Many of the programs 
operate through bilateral agreements and task-
force operations in which U.S. agencies gather 
unverifiable information from foreign police forc-
es. Agents abroad then transmit the information 
through a network of data systems that U.S. Cus-
toms and Border Protection (CBP) agents use to 
screen people at the U.S. border, and Immigra-
tion and Customs Enforcement (ICE) officials use 
to target immigrants throughout the country for 
detention and deportation. 

These Department of Homeland Security (DHS) 
agencies often use information obtained through 
transnational data-sharing programs against 
immigrants without disclosing the basis of the 
allegations. DHS’s reliance on foreign data 
programs discounts critical questions such as 
whether a person is guilty of an alleged offense 
and whether the initial data entered by foreign 
police was the result of coercion or false accusa-
tions. The same foreign security forces providing 
the data are themselves documented by U.S. 
agencies to be engaged in corruption and abuses 
such as warrantless arrests and acts of political 
repression.1 Still, U.S. government attorneys and 
immigration judges rely on the faulty information 
these entities provide to determine the fate of 
immigrants seeking safety or immigration status 
in the United States. 

Transnational data sharing plays an increasingly 
prominent role in pushing U.S. migration-control 

operations abroad.2 DHS officials often conflate 
immigration processing with national security, 
border security, and anti-gang and anti-crime 
programs. Multi-agency data systems link law en-
forcement, foreign intelligence, and immigration 
adjudication agencies together in ways that prej-
udice immigrants falsely accused of wrongdoing. 
For asylum seekers and refugees, foreign data 
sharing gives repressive authorities an avenue to 
pursue their victims and force them back to their 
home countries to face the violence they fled in 
the first place. 

In 2022, NIJC conducted an investigation into 
the ways in which foreign data interacts with 
immigration enforcement programs, utilizing 
open records requests to obtain internal gov-
ernment records and a survey completed by 
34 attorneys. 

This policy brief presents the results of this 
investigation: Section I) provides an overview 
of prominent U.S. transnational data-shar-
ing programs that rely on unreliable foreign 
sources, and the harms they cause; Section 
II) examines the ways in which information 
obtained through foreign data prejudices 
immigrants seeking asylum and other forms 
of protection in the United States; and Sec-
tion III) provides recommendations on ways 
to restrict the reliance on foreign data and 
protect the rights of individuals swept up in 
such programs. 

A note on methodology used to develop this policy brief: NIJC designed a survey on DHS 
enforcement programs involving transnational data sharing and opened it to immigration attorneys, 
community groups, and people directly impacted by foreign-data-sharing practices. Thirty-four peo-
ple filled out the survey between October 2021 and March 2022. NIJC conducted interviews by 
phone and video with attorneys who filled out the survey from March through September 2022, who 
shared additional details and supporting records on immigration cases that involved foreign -da-
ta-sharing programs. The interviews included attorneys with NIJC, Capital Area Immigrants’ Rights 
(CAIR) Coalition, National Immigration Project of the National Lawyers Guild, New York Legal As-
sistance Group (NYLAG), Pangea Legal Services, Hofstra Law School Deportation Defense Clinic, 
and the Refugee and Immigrant Center for Education and Legal Services (RAICES).3 
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I. Casting the Net: How DHS collects data  
from foreign governments

U.S. immigration agents are privy to a steady 
stream of data accusing immigrants of past 
crimes or gang affiliation in their home countries. 
As set forth below, this data lacks credibility and 
prejudices people’s chances for immigration relief 
on a large scale. The information is shared with 
U.S. federal agencies through a web of transna-
tional programs that includes U.S.-led task forces 
stationed abroad, Interpol Red Notices, and infor-
mation sharing through bilateral agreements with 
foreign governments.4  

	

A. U.S.-Led Transnational 
Task Forces 

One way that ICE and CBP agents gain broad 
access to unsubstantiated information is through 
U.S.-led transnational task forces that collect 
information and monitor people long before they 
reach the U.S. border. Publicly available infor-
mation about these programs is limited, but NIJC 
has been able to glean some information regard-

ing one program known as the Security Alliance 
for Fugitive Enforcement (SAFE) program. The 
SAFE program is a network of ICE-led task 
forces that operate transnationally, composed of 
foreign law enforcement agencies and immigra-
tion authorities.5 

ICE’s Enforcement and Removal Office (ERO) 
launched the SAFE program as a pilot in El Sal-
vador in 2012.6 The program expanded7 as part 
of the Trump administration’s efforts to conflate 
migration with gangs and crime to demonize 
immigrants.8 In 2020, ICE reported publicly about 
a workshop held in El Salvador with law en-
forcement in the region to plan the expansion of 
the SAFE program.9 The program has grown to 
include Guatemala, Honduras, Mexico and other 
countries, and operates in coordination with other 
ICE multi-agency operations.10

Another cross-border data sharing program that 
increased in prominence during the Trump ad-
ministration is the FBI’s Transnational Anti-Gang 
(TAG) Task Force initiative.11 This initiative shares 

Information transmitted through the SAFE program to DHS officials.  
(Source: Records submitted by ICE Chief Counsel in removal proceedings of an NIJC client.12) 
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information with local security officials in El Sal-
vador, Guatemala, and Honduras.13 The FBI’s 
TAG units also work with ICE’s Homeland Secu-
rity Investigations Transnational Criminal Inves-
tigative Units on transnational investigations and 
arrests of suspected gang members in Central 
America and the United States.14 

NIJC and other legal service providers have 
observed the SAFE and TAG programs result in 
DHS wrongfully targeting people for arrest, de-
tention, and deportation on the basis of wrongful 
allegations of criminal offenses or gang affiliation 
in their home countries. One NIJC client endured 
prolonged detention because of vague allega-
tions of gang membership that DHS obtained 
through the SAFE program. DHS simply as-
sumed the allegations to be true. Ultimately, ICE 
released the young man from custody, and ICE 
officials admitted to NIJC’s legal team that the al-
legations were baseless.15 Another legal service 
provider told NIJC about a client who was wrong-
fully accused of gang membership because of 
the TAG program.16 

The U.S. government’s own reporting confirms 
the unreliable nature of information obtained from 
foreign task forces, which frequently originates 
with Central American police and security forces 

known for abuse and wrongful arrests. The U.S. 
State Department’s Country Report on Human 
Rights Practices in El Salvador for 2021, for 
example, documented how Salvadoran police 
“frequently ignored” their constitutional require-
ment for a written warrant of arrest when “alle-
gations of gang membership arose.”17 The same 
report discussed cases where young people in 
areas with a supposed high presence of gangs 
were victims of “arbitrary or illegal detentions” 
by the national police.18 Similarly, the State 
Department’s most recent human rights report 
for Guatemala documents “illegal detention by 
police,” with reports that the “police ignored writs 
of habeas corpus in cases of illegal detention, 
particularly during neighborhood anti-gang opera-
tions.”19 And, in Honduras, the State Department 
has documented credible reports of “torture and 
cases of cruel, inhuman, or degrading treatment 
or punishment by government agents,” as well as 
“arbitrary arrest or detention.”20

Moreover, ICE and FBI-led foreign task forces 
rely on extremely broad criteria when considering 
who to label as gang-affiliated. Internal records 
shared with NIJC, for example, show that the 
TAG Task Force in El Salvador uses vague and 
ill-defined factors to determine if someone is 
gang-affiliated, including: “tattoos; associates; 

Accused of gang affiliation, denied release from ICE detention: 
Camilo's story

Camilo is an asylum seeker who fled to the United States from El Salvador after police repeatedly 
threatened to harm him if he refused to falsely testify against gang members. Only after his deten-
tion in the United States, however, did he learn that Salvadoran police had followed through on their 
threats and levied unfounded charges against him. The criminal allegations brought against Camilo 
as part of his persecution ended up being included in a SAFE report, which indicated that Camilo 
was part of the MS-13 gang but with no source or evidentiary basis for the allegation.

Camilo’s I-213 form (Border Patrol’s version of an arrest report) shows that CBP falsely accused 
him of being part of a transnational oganized criminal group, apparently because of the accusations 
delivered through the SAFE program. Border agents then sent him to detention, and ICE repeat-
edly denied his release, presumably on the same grounds. Throughout, ICE and CBP appeared 
to take the allegations included in the SAFE report for the truth, without any inquiry or questioning.

Camilo, through NIJC counsel, hired a Salvadoran attorney who confirmed there were no police or 
judicial records in San Salvador in Camilo’s name. ICE finally released him from detention in the fall 
of 2021. Based on the evidence submitted by his legal team, ICE officials admitted at the time of his 
release that the allegations against him had been false. Camilo paid a steep price for his months 
detained in punitive conditions in ICE custody, including deteriorating physical and mental health.



Page 5immigrantjustice.org/CaughtintheWeb

family members; residential locations; locations 
frequently visited; dialect and words using while 
speaking; manner of dress” and other factors.21 
DHS agents thus arrest and deport thousands 
of people each year who they accuse of foreign 
crimes or gang membership with no way to deter-
mine the validity or the basis of the information.22 

	

B. Interpol Red Notices 

A “Red Notice” from Interpol is used by member 
countries to alert law enforcement worldwide 
about “internationally wanted fugitives.”23 The 
U.S. government does not consider a Red Notice 
alone sufficient for arrest in the United States, 
due to the fact that such notices do “not meet 
the requirements for arrest under the 4th Amend-
ment to the Constitution.”24 Such notices do not 
have “independent probative value” and are not 
the result of a judicial process.25 Despite their 
unreliability and inherent due process concerns, 
U.S. immigration agencies regularly rely on 
Interpol Red Notices to decide whether to detain 

someone or grant them asylum or other forms of 
immigration relief.26 

Multiple U.S. law enforcement agencies use 
Interpol Red Notices to target immigrants. The 
U.S. Justice Department’s Interpol office works 
directly with ICE and the U.S. Marshals Service 
in multi-agency enforcement operations to track 
down immigrants accused of crimes via Inter-
pol Red Notice.27 ICE also assigns deportation 
officers to Interpol to assist in targeting and 
apprehending people in the United States based 
on allegations of crimes committed in other 
countries.28 Interpol data also feeds into mobile 
biometrics scanning devices used by ICE in im-
migration raids.29

An attorney with the New York Legal Assistance 
Group (NYLAG) discussed with NIJC some of 
the due process concerns that arise when DHS 
relies on data obtained through foreign sources.30 

In her casework, the attorney has seen DHS 
use Interpol Red Notices as “shadow evidence,” 
with little transparency, to undermine a person’s 
chances for discretionary immigration relief or 

Accused of gang affiliation, denied asylum: Alex's story

Alex was wrongfully labeled a gang member by police in his home country and denied asylum after 
a DHS attorney submitted information obtained through the Transnational Anti-Gang Task Force 
(TAG) program as evidence against him. The government attorney prosecuting the case did not 
share the evidence used to support the gang affiliation until very late in his case, and even then, 
the document had not been translated and lacked official markings. 

Alex’s attorney raised objections to this late introduction of evidence and was granted a continu-
ance. He then investigated the TAG program to counter the evidence presented, but public infor-
mation was sparse. During the next hearing, Alex explained that, like many men in El Salvador, he 
was arrested in El Salvador and accused of being a gang member by Salvadoran police simply be-
cause he was young, poor, and lived in a gang-controlled neighborhood. A country expert affirmed 
that, after reviewing the printout allegedly from the TAG program, the evidence did not support 
the allegations that Alex was in a gang. Still, the immigration judge found that Alex wasn’t credible 
and denied his asylum claim because of the accusations. He remained in ICE detention while he 
appealed the decision.

On appeal, the Board of Immigration Appeals (BIA) remanded the case back to the immigration 
judge. To authenticate the TAG printout, the DHS attorney introduced new evidence — an email 
purportedly written by an FBI attaché who provided a few sentences about the TAG program. The 
judge again denied the asylum claim, and Alex again appealed. The BIA again remanded the deci-
sion back to the immigration judge, and the case was then placed with another DHS attorney, who 
agreed to Alex’s request for deferral of removal under the Convention Against Torture (CAT).31 ICE 
detained Alex for more than four years. 
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Fleeing persecution, detained, returned to danger: Alfred's story

An Interpol Red Notice landed Alfred in ICE detention, was used to undermine his asylum claim, 
and resulted in his deportation. Alfred suffered these consequences even after the Red Notice was 
provisionally blocked by the oversight body that handles requests to correct or delete Interpol data. 

Alfred is a gay asylum seeker from Jamaica, a country known for widespread anti-gay violence 
and which criminalizes same-sex conduct.33 Alfred was accused of violating these discriminatory 
laws, and subsequently, the Jamaican government wrongfully issued a Red Notice accusing him of 
crimes that he adamantly denies. He fled Jamaica because his life was in danger after the accusa-
tions against him spread.  

ICE arrested Alfred after he was admitted to the United States on a tourist visa and submitted an 
asylum application, an unusually aggressive exercise of enforcement authority that appears to 
have been based on the Red Notice. ICE not only detained Alfred but also placed him in solitary 
confinement because of the accusations against him stemming from the Red Notice. While Alfred 
was detained, his asylum application was denied by the immigration judge and the BIA on the basis 
of the “serious non-political crime bar,” with DHS using the Red Notice to justify the bar’s applica-
tion.34 Alfred’s case remains pending before the Fourth Circuit. 

Alfred’s legal team at the National Immigration Project worked with an expert on Interpol who 
helped get the notice provisionally blocked in March 2022. Nonetheless, the Fourth Circuit and BIA 
denied Alfred’s second stay of removal request, and ICE deported him in early April 2022. While his 
attorneys seek to reopen his case, Alfred is forced to live in hiding in Jamaica. 

access to benefits. She has observed ICE agents 
and attorneys fail to disclose the existence of 
Red Notices in their charging documents, re-
quiring immigrants’ attorneys to uncover any 
evidence relating to allegations of past crimes 
or arrest warrants issued abroad. When DHS 
discloses its reliance on a Red Notice, it does so 
in seemingly haphazard and arbitrary ways. The 
attorney recalled that she only happened to dis-
cover DHS’s reliance on a Red Notice for one of 
her clients because an ICE attorney mentioned it 
in an opposition to a motion to reopen. In another 
case, a deportation officer told her about a Red 
Notice in response to a parole request. In yet 
another case, she found out through a congres-
sional liaison. 

When DHS does reveal records on alleged 
foreign arrests, they often do so in opposition to 
substantive arguments made by attorneys advo-
cating for their client’s release or appealing their 
deportation in immigration court. There are no 
formal rules of evidence governing immigration 
proceedings as there are in criminal proceedings, 
making it more difficult to dispute accusations 
stemming from foreign data sharing.32 It can often 

take months to get such information from DHS, 
leaving people at a disadvantage when attempt-
ing to challenge evidence used against them.

C. Collecting criminal  
histories and biometric data 
from foreign governments

The U.S. government maintains a network of 
information-sharing agreements with foreign gov-
ernments, which DHS uses to collect and share 
data for arrests, detention, and deportation. Such 
agreements fuel the widespread sharing of sensi-
tive biometric data with far-reaching consequenc-
es for immigrants accused of having a suspected 
criminal history, both in countries participating 
in the programs and within the United States. 
The programs exhibit a host of chilling problems, 
including unreliable sources and privacy and civil 
liberties concerns. 

One illustrative program is the Criminal Histo-
ry Information Sharing (CHIS) program, which 
allows ICE agents access to data on people 
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from around the world.35 Data collected from 
foreign governments through the CHIS programs 
is entered into ICE’s Enforcement Integrated 
Database (EID), which both ICE and CBP agents 
query for enforcement purposes.36 ICE’s Criminal 
Alien Program (CAP) officials received “6,990 in-
bound transmissions” in Fiscal Year 2021 through 
CHIS agreements with the governments of the 
Bahamas, Cape Verde, the Dominican Republic, 
Ecuador, El Salvador, Guatemala, Honduras, 
Jamaica, Mexico, and the United Kingdom.37 In 
practice, the CHIS program transmits data from 
foreign governments through a maze of databas-
es that routinely result in CBP and ICE enforce-
ment actions.38 

A 2016 DHS Privacy Impact Assessment ad-
dressed a number of risk factors associated with 
the CHIS program, including accuracy issues, 
incorrect data entry, security failures, and data 
security.39 Criminology scholar Ana Muñiz has 
conducted an in-depth examination of the privacy 
and civil liberties concerns associated with the 
CHIS program, finding that the program conflates 
“national security, public safety, and immigration 
control.”40 

In addition to the CHIS programs, DHS also 
signed biometrics data-sharing agreements with 
El Salvador, Honduras, and Guatemala in 2019, 
as part of the Trump administration’s third coun-
try asylum offshoring agreements known as the 
Asylum Cooperation Agreements (ACAs).41 At 
the time, rights groups raised concerns over the 
information-sharing aspects of the agreements, 
including the potential implications for the rights 
of families and children and the lack of transpar-
ency regarding DNA testing.42 While the Biden 
administration terminated the Trump-era ACAs,43 
the biometric-data-sharing agreements appear to 
still be in effect. 

U.S. government reporting illuminates serious re-
liability concerns regarding the information trans-
mitted from foreign partners through bilateral 
and regional data-sharing agreements. The U.S. 
State Department's 2021 human rights reporting, 
for example, addressed judicial deficiencies and 
acts of repression in the same countries that 

provide information through such agreements for 
DHS. In Jamaica, for instance, the U.S. State De-
partment reported on the “denial of a fair public 
trial for thousands of citizens,” along with reports 
of “unlawful and arbitrary killings by government 
security forces; arbitrary arrest and detention; 
significant government corruption.”44 In the Do-
minican Republic, “police made sporadic sweeps 
or roundups in low-income, high-crime commu-
nities during which they arrested and detained 
individuals without warrants.”45

The governments with bilateral biometrics da-
ta-sharing arrangements with DHS also have 
documented serious human rights and corruption 
issues. El Salvador’s President Nayib Bukele 
declared a “State of Exception” after govern-
ment negotiations with gang leaders fell apart in 
March 2022, suspending basic rights, including 
freedom of expression, association, and due 
process rights.46 In Guatemala, the U.S. State 
Department has expressed deep concern over 
the attorney general’s “continued, brazen attacks 
on Guatemala’s justice system through politically 
motivated arrests and detentions of current and 
former public servants fighting corruption.”47 DHS 
signed the data-sharing agreement with Hondu-
ras under the administration of former President 
Juan Orlando Hernandez48 at a time when the 
U.S. Department of Justice reported that Mr. 
Hernandez was using the country’s “law enforce-
ment, military, and financial resources to further 
his drug trafficking scheme.”49 

The agreements signed during the Trump admin-
istration and expanded upon during the Biden 
administration have only exacerbated rights vio-
lations against asylum seekers and migrants and 
should not form the basis of any legitimate policy 
today.50 Nonetheless, the Biden administration 
continues to expand DHS’s surveillance reach 
through bilateral and regional information-shar-
ing programs, and by deploying more immigra-
tion agents abroad.51 ICE Acting Director Tae 
Johnson admitted to Congress in May 2022 that 
the efforts were intended to “reduce the flow of 
migrants” arriving to the United States and “push 
the U.S. border south.”52 
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II. How DHS’s reliance on foreign data sharing harms 
people seeking protection in the United States

As foreign data flows into domestic federal data 
systems, it impacts people seeking immigration 
relief in multiple stages. DHS officials have broad 
prosecutorial discretion at nearly every stage 
of an immigration case, from deciding to initiate 
removal proceedings to whether and how long 
to detain an individual to whether to stipulate to 
asylum or another form of relief in open court. 
Foreign data sharing results in family separa-
tion because border patrol agents rely on such 
data when processing arriving asylum seekers. 
Immigration judges also frequently utilize discre-
tion in bond determinations and in discretionary 
decisions about whether to grant asylum or other 
relief from removal. Officers and judges rely on 
foreign data in these discretionary decision-mak-
ing processes with little transparency.

A. Family separations 

The Biden administration continues to separate 
families at the U.S.-Mexico border despite pub-
licly denouncing the practice.53 In many cas-
es, the underlying justification utilized by DHS 
for the separation is an allegation of criminal 
or gang history obtained through foreign data 
sharing. These separations result in the same 
life-long scars as the separations reported on 
widely during the Trump administration’s “Zero 
Tolerance” policy and are rendered, with little 
transparency, on the basis of allegations that are 
often false and have little-to-no connection to an 
individual’s fitness to be a parent. 

In Ms. L vs. ICE, the U.S. District Court for the 
Southern District of California prohibited the 
government from separating migrant parents and 
their minor children but allowed for separations to 
occur in certain cases, including where the gov-
ernment determined that a parent had a “criminal 
history.”54 DHS exploited this loophole to contin-
ue to separate thousands who the government 
determined fell outside of the Ms. L class, includ-
ing parents wrongfully accused of past crimes or 
gang affiliation in their home countries.55 

NIJC raised the alarm over separations still 
occurring because of false allegations of crimi-
nality shared by foreign sources months after the 
Trump administration claimed to have stopped 
engaging in the family separation practice.56 
The Texas Civil Rights Project also documented 
cases in which DHS separated parents from their 
children based on “suspicion” or “evidence” of 
criminal history or gang affiliation shared by for-
eign governments.57 Internal records show DHS 
separated hundreds of families well beyond the 
end of the "Zero-Tolerance" program based on 
suspected criminal histories in the United States 
or the parent’s home country.58 

From June 2018 to July 2019, NIJC represent-
ed more than 100 separated children and their 
parents, including asylum seekers separated 
because DHS relied on foreign data to allege that 
the mother was a gang member.59 In nearly all of 
the cases involving gang-affiliation allegations, 
the mothers were in fact victims of severe gang 
violence; NIJC was eventually able to disprove 
the allegations.60 NIJC found that parents were 
sometimes given some verbal indication at their 
credible fear interviews of the basis for the sepa-
rations but no specific details or documentation. 
Their NIJC attorneys asked numerous govern-
ment officers, including ICE deportation officers, 
U.S. Citizenship and Immigration Services 
asylum officers, ICE trial attorneys, and attorneys 
from the Department of Justice, for documenta-
tion to substantiate allegations of gang affiliation 
or criminal history. In all but one case, the gov-
ernment refused to provide NIJC with documen-
tation reflecting the reason or justification for the 
separation.61

Although the media spotlight is gone, family 
separations persist today, and the experience 
of NIJC and other legal service providers sug-
gests that foreign data sharing is a driver behind 
these separations. Congressional appropriators 
require monthly reporting from the Biden admin-
istration and continue to express concern about 
foreign-intelligence sharing resulting in family 
separations.62 As of October 2022, DHS has 
reported 107 cases of family separation from Oc-
tober 2020 through May 2022, resulting because 
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the parent had a “criminal history,” and 26 cases 
of separation resulting from information alleging 
“cartel/gang affiliation.”63 These separations im-
pacted people primarily from Honduras, El Salva-
dor, and Guatemala, countries with active infor-
mation-sharing agreements and security forces 
riddled with corruption and abuse. However, DHS 
has thus far failed to abide by its congressional 
requirement to disclose which of those separa-
tions resulted because of information obtained 
from a foreign government.64 

B. Immigration detention 
bond and custody decisions

DHS frequently relies on foreign data when mak-
ing decisions regarding when to detain a person 
and for how long, often leading to prolonged 
detention without access to judicial review. ICE 
officers rely on foreign data — often without 
notifying the detained person of the existence 
or use of the data — when making initial and 
subsequent bond determinations. ICE attorneys 
use the same information as evidence before the 
immigration judge in bond hearings.65 

When DHS apprehends an individual at the 
border or in the interior of the United States, an 
immigration officer determines whether they will 
remain in custody or be released during their 
removal proceedings.66 These determinations 
are discretionary, and ICE officers regularly rely 
on foreign data but are not required to disclose 
such reliance in writing or provide the detained 

individual or their attorney a copy of the data. 
Some individuals may seek review of the custody 
determination by an immigration judge.67 The ma-
jority of those detained, however, are not eligible 
to seek such review under mandatory custody 
provisions of federal immigration law.68 

At bond hearings, the burden of proof falls to 
immigrants to prove they should be released.69 

When DHS officials introduce information relating 
to a person’s criminal history, immigration judges 
often rely fully on the government’s allegations to 
decide whether a person is a “danger to the com-
munity” or “flight risk.”70 In such cases, immigra-
tion judges often deny bond or set a high bond 
based on criminal accusations gleaned through 
foreign data sharing, such as on the basis of the 
existence of an Interpol Red Notice. 

Foreign data sharing practices compound ex-
isting concerns relating to ICE’s custody deter-
minations, which suffer from opacity and incon-
sistencies. The Capital Area Immigrants’ Rights 
Coalition has represented numerous clients who 
faced detention because of foreign data sharing, 
including a case where DHS kept a client in de-
tention even after Interpol rescinded the Red No-
tice that landed him in detention in the first place. 
The client was held in ICE detention for more 
than six months after he won his asylum case 
and told his attorney that his prolonged detention 
was agonizing and caused him mental suffering. 
He feels that the time he lost in detention is time 
he will never get back.71 

C.  Prosecutorial discretion 

Separated because of allegations of gang affiliation: Maria's story 

Maria fled her home country with her three-year-old son after suffering physical and sexual violence 
at the hands of gang members. When she entered the United States in February 2019, immigration 
officials separated her from her child on the basis of allegations of a criminal history shared by the 
government of her country of origin. 

Internal U.S. documents reveal that at the time, DHS recorded the reason for the separation as 
“parent has a criminal history (U.S. or home country).” Yet for a month after she was separated from 
her son, Maria was completely unaware of any basis for the separation. NIJC attorneys discovered 
that the government cited alleged “gang affiliation” and a “criminal record” as the reason for the 
separation. They had to obtain an official document from the Salvadoran government confirming 
that there was no documentation of any criminal record in their systems. After Maria’s attorneys 
submitted this document to the U.S. Department of Justice, she was released and finally reunited 
with her son. They were separated for more than three months.
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Family separations based on secret allegations: Victoria's story

Victoria fled Colombia with her husband and their 10-year-old child, Felipe, to seek asylum in the 
United States. But the family was separated at the U.S.-Mexico border in May 2022 after a U.S. 
official accused Victoria of being affiliated with an armed group in her home country.  

In CBP detention, a plain-clothed U.S. official who introduced himself as an “investigator” interro-
gated Victoria and accused her of belonging to an armed group and having spent time in jail in Co-
lombia. Victoria was shocked and explained that none of the allegations were true. In fact, Victoria 
was internally displaced as a young child and fled her country because of death threats after her 
family joined a process to reclaim land stolen during Colombia’s internal armed conflict. Victoria 
felt the CBP investigator’s accusations were discriminatory based on the stigma associated with 
people from Colombia. 

The day after the interrogation, CBP officials took Felipe away. Victoria had no chance to say good-
bye. A few hours later, she was in a vehicle with her husband en route to a U.S. Marshals facility, 
without any knowledge of her son’s whereabouts. CBP referred Victoria and her husband for crimi-
nal prosecution for a misdemeanor offense for failure to present themselves at a port of entry. U.S. 
officials sent their son to an Office of Refugee Resettlement (ORR) shelter more than a thousand 
miles away. 

Months after their separation, NIJC obtained official documents from the Colombian government 
confirming there were no records of criminal history associated with either Victoria nor her husband. 
Still, despite extensive outreach to ICE’s parental interests unit, DHS officials, and various levels 
of ORR hierarchy, the U.S. government has not disclosed any information about the basis for the 
separation. To date, Victoria is still separated from her child, causing her and her family irreparable 
lasting trauma and harm. Felipe struggles daily with increasing mental health challenges. Victoria 
is so distraught by her absence from her son that she can barely speak his name.72
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in ICE enforcement actions

DHS officials have broad access to unreliable 
data culled from foreign sources when consid-
ering requests for “prosecutorial discretion” from 
individuals facing detention and deportation.73 
ICE has discretionary authority to determine 
when to carry out enforcement actions, and its 
exercise of prosecutorial discretion varies based 
on guidance that can vary from one administra-
tion to the next.74 

The Biden administration’s September 2021 
immigration enforcement priorities were enjoined 
by a federal court and are subject to ongoing 
litigation.75 Still, DHS agencies continue to make 
decisions regarding detention and deportation 
with discretion and on a case-by-case basis, and 
attorneys continue to advocate for prosecutorial 
discretion for their clients.76 Foreign data sharing 
continues to play a harmful role in these deci-
sions.

An attorney with NYLAG told NIJC that her 
organization has observed an increase over the 
last year of ICE arrests and execution of removal 

Arrested, denied asylum, denied release from detention:  
Gustavo's story 

Gustavo fled his home country after false charges were lodged against him in retaliation for whis-
tleblowing. Those same retaliatory charges led to his arrest and detention in the United States and 
were used against him in immigration court. 

After Gustavo arrived in the United States in 2021, the government of his home country submitted 
an Interpol Red Notice in his name. ICE became aware of the Red Notice when they found out that 
Gustavo had overstayed his visa. Shortly after, ICE apprehended him with the help of local law 
enforcement.

ICE cited the Red Notice to deny Gustavo’s release from detention, and the immigration judge re-
lied on the notice to deny bond. The judge in Gustavo’s asylum case also denied his application for 
asylum because of the Red Notice, finding him ineligible for such relief on the basis of allegations 
of having committed a serious nonpolitical crime. ICE ultimately released Gustavo from custody in 
June 2022 after his attorney at the Refugee and Immigrant Center for Education and Legal Ser-
vices escalated his case to DHS headquarters, citing evidence to show the Red Notice was political 
in nature and not based on any criminal arrest or conviction. Gustavo was detained for nearly nine 
months, all on the basis of a Red Notice that arose because of the same persecution he fled.

Hernandez-Lara v. Lyons

Ana Ruth Hernandez-Lara spent 10 months 
in ICE detention after an immigration judge 
denied her request for bond because of an 
Interpol Red Notice falsely accusing her of 
gang membership. On August 19, 2021, the 
First Circuit Court of Appeals affirmed the 
lower court’s ruling that ICE violated Ms. 
Hernandez-Lara’s due process rights when 
it conducted a bond hearing where she had 
the burden of showing that she was not a 
danger and not a flight risk. The court found 
that the “burden of proof on Hernandez de-
cisively exploited her inability to rebut the 
Red Notice, even though it did not specify 
a single act of criminal or dangerous con-
duct.” The court further ruled that “due pro-
cess requires that the burden of showing 
dangerousness and flight risk must be on 
the government by clear and convincing ev-
idence.”77



Page 12immigrantjustice.org/CaughtintheWeb

orders based on information gleaned through 
foreign sources, including Red Notices. ICE has 
rarely provided information regarding their justi-
fication for arrest or explained why they consid-
ered a person to be a danger to the community. 
Some of NYLAG’s clients have lived peacefully 
in their communities for decades before ICE 
detained them because of Red Notices. The 
attorney shared the story of one individual who 
ICE detained for months on the basis of a Red 
Notice, despite the fact that he suffered from a 
traumatic brain injury.78

D.  Access to asylum and 
other forms of relief from 
removal in immigration court

In immigration court proceedings, DHS officials 
often present information relating to a person’s 
alleged involvement in criminal activity, at home 
or abroad, to argue for the immigration judge to 
deny them asylum or other forms of relief. For-

Barahona v Garland 

In Barahona v Garland, the Eighth Circuit 
Court of Appeals held that a Red Notice, 
on its own without supporting evidence, 
is insufficient to show probable cause that 
an asylum seeker committed a “serious 
non-political crime.” The court’s holding is 
in line with the U.S. government’s position 
that a Red Notice alone is not sufficient to 
support legal action that requires a showing 
of probable cause.79 Importantly, the court’s 
ruling means that non-citizens should not 
be denied asylum for criminal activity based 
solely on evidence presented in an Inter-
pol Red Notice and reinforces the govern-
ment’s burden to establish probable cause 
in such cases.80 Unfortunately, this case is 
not binding on immigration judges outside 
of the Eighth Circuit. 

Arrested, detained, and denied asylum based  
on the non-political crime bar: Zavier's story 

Zavier was wrongfully accused of a crime as a teenager and fled his home country in 2018 to es-
cape persecution associated with the investigation into those responsible for the crime. Because 
he was a minor traveling alone when he entered the United States, he was placed in ORR custody. 
He was then released to a sponsor and, years later, served a sentence for juvenile delinquency. On 
the day he was scheduled for release from U.S. juvenile detention, however, authorities discovered 
an Interpol Red Notice had been issued in his name based on a warrant from a juvenile court in his 
home country. Because of the Red Notice, rather than release him, authorities turned him over to 
ICE and then back to ORR because he was still a minor. He was transferred to ICE detention when 
he turned 18.

As Zavier’s attorney told NIJC, the Red Notice was based on a warrant and not a conviction, raising 
significant due process concerns, particularly given that Zavier’s ongoing detention restricted his 
ability to clear his name. Had he been able to visit his consulate to provide sworn testimony regard-
ing the crime he was accused of, his home government likely would have rescinded the Red Notice. 
Despite these problems, the immigration judge granted protection under the Convention Against 
Torture (CAT) but denied him asylum, finding that the Red Notice triggered the serious nonpoliti-
cal crime bar. Zavier appealed, and the appeals board overturned the ruling, but the judge again 
denied asylum because of the Red Notice. Zavier chose not to continue to appeal and accepted 
relief under CAT, hoping to be released from detention. He was detained for more than two years 
before finally being released from ICE detention in November 2022. Zavier told his attorney that the 
anguish of being detained for years as a teenager had a detrimental mental and emotional impact.
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eign data can therefore have an extremely prej-
udicial impact on individuals, given the centrality 
of credibility and discretion to decisions regarding 
asylum and other forms of relief from removal.81 

One common way foreign data sharing practices 
such as Red Notices impede access to asylum 
is by triggering immigration adjudicators to apply 
the statutory bar to asylum that applies to indi-
viduals who carried out a “serious non-political 
crime.”82 In order to provide that a person is 
barred from asylum under this provision, the gov-

ernment must establish that there are “serious 
reasons for believing” the person committed a 
disqualifying crime.83 Courts have interpreted this 
phrase to require a showing of probable cause.84 
Attorneys argue that allegations of arrests or 
criminal activity as reported by foreign govern-
ments are not sufficient to meet the government’s 
burden; yet, judges continue to rely on Red No-
tices to deny asylum on the basis of the serious 
non-political crime bar.

III. Conclusion

Foreign-data-sharing operations involve a web of 
programs whose parameters and operations are 
difficult to navigate, intersect in opaque ways with 
domestic criminal and biometrics databases, lack 
transparency, and fail to hold accountable unreli-
able data sources. To protect the rights of immi-
grants and asylum seekers, the U.S. government 
must review all foreign-data-sharing programs 
and terminate those that result in rights violations 
and/or the separation of families. 

In January 2021, the White House ordered a 
review of foreign government information-sharing 
practices to “evaluate the efficacy of those prac-
tices” and examine how the United States en-
sures the accuracy and reliability of the informa-
tion provided by foreign governments.85 To date, 
however, there is no public information regarding 
this review process or the resulting recommend-

ed policy changes. Congress has also sought to 
pierce the secrecy on the issue of foreign data 
sharing, but with little success.86  

The research presented in this policy brief adds 
to the growing body of literature drawing atten-
tion to the negative impact of DHS surveillance 
and foreign-data-sharing programs on immi-
grants seeking protection in the United States.87 
Lawmakers and policymakers must undertake 
measures to develop safeguards to protect due 
process and human rights when foreign data 
is used, curtail the indiscriminate use of for-
eign-data programs in the immigration system, 
and enhance transparency and accountability for 
the programs that provide DHS broad access to 
foreign data.
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IV. Recommendations 

To the Administration: Safeguards

	● Restrict the reliance on foreign data in immigration decision-making and adjudication: DHS 
should issue guidance to component agencies (ICE ERO, ICE Office of the Principal Legal Advi-
sor, and CBP) stating that arrests or convictions for an offense in a foreign country alone do not 
constitute sufficient grounds to deny a positive exercise of prosecutorial discretion, whether that be 
release from detention, dismissal of proceedings, stipulation to relief, or otherwise. DHS should limit 
the circumstances in which foreign data sharing can trigger an enforcement action, including arrest, 
continued detention, or the initiation of removal proceedings. DHS should give little or no weight to 
allegations arising from foreign governments in cases where the allegations are made against an 
asylum seeker by the government of a country where the individual fears return. 

	● Prevent foreign data sharing programs from causing family separations: The Family Reuni-
fication Task Force should issue recommendations to DHS to explicitly prevent family separations 
from occurring based solely on information obtained through foreign sources. CBP should issue 
responsive guidance to prohibit separations from occurring on the basis of foreign data. 

	● Terminate bilateral and regional agreements: The administration should review and terminate 
the bilateral and regional biometrics data sharing agreements signed or in operation during the prior 
administration.

To the Administration: Transparency & Accountability 

	● Publish the findings of the White House review: The administration should make public the 
multi-agency review of the foreign government information sharing practices involving the U.S., and 
the associated recommendations, as instructed in the January 2021 White House Proclamation.88

	● Issue privacy and civil liberties reports: DHS and the Justice Department should issue up-to-
date Privacy Impact Assessments on the SAFE program, FBI’s TAG program, use of Interpol Red 
Notices, and other known programs that impact the privacy and due process rights of immigrants 
and asylum seekers.

	● Provide transparency in immigration adjudications and decision-making: DHS should issue 
public guidance to require ICE and CBP officers to provide a copy of any evidence, arrest warrants, 
or other documentation of allegations arising from foreign data sharing programs to individuals 
(and, if represented, their attorneys) any time such information is utilized to render a determination 
that impacts the individual’s liberty or due process rights. DHS should require ICE OPLA attorneys 
to provide a copy of evidence arising from foreign data sharing programs any time such information 
is utilized in prosecutorial discretion determinations and/or inform positions taken in the course of 
bond and/or removal proceedings. In all cases, the impacted individual and their counsel should 
immediately be given ample opportunity to rebut allegations arising from foreign data sharing pro-
grams and to present countervailing evidence to the relevant DHS adjudicator and/or immigration 
judge. 
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	● Create complaint mechanisms for impacted individuals: DHS CRCL and the Office of the 
Inspection General (OIG) should create a process for individuals to submit formal complaints spe-
cifically for any circumstance in which an individual believes DHS’s reliance solely on information 
obtained through foreign data sharing programs has led to  family separation, is negatively impact-
ing their immigration case, is resulting in ongoing detention, or causing other harms.

	● Investigate foreign data sharing agreements that lead to family separations: The Family 
Reunification Task Force should investigate cases of family separation resulting from foreign data 
sharing programs and include in its progress reports updates on such cases and recommendations 
and recommendations on the policies and programs responsible for the separations. 

To Congress: Safeguards & Oversight

	● Restrict ICE and CBP access to foreign data: Through appropriations and other legislative vehi-
cles, Congress should restrict the use of foreign data programs for immigration enforcement pur-
poses. At a minimum, Congress should set limits on the use of foreign data so that the information 
alone cannot constitute sufficient grounds to deny a positive exercise of prosecutorial discretion, 
deny access to asylum and other forms of relief from removal, or separate families.

	● Convene oversight hearings on DHS’s use of foreign data: Congress should hold hearings and 
request investigations by the DHS Government Accountability Office (GAO) and the OIG to examine 
the extent of the use of foreign data sharing programs in DHS enforcement practices and adjudica-
tion decisions. 

	● Divest funding from unaccountable data systems: Congress should cut funding for data sys-
tems with a track record of abuse and overreach and which interact regularly with foreign data, such 
as the DHS Homeland Advanced Recognition Technology (HART) system, and reallocate funding to 
ensuring access to immigration benefits and asylum processing.89 
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No. 21060137 (June 1, 2021) [hereinafter “Baraho-
na v Wilkinson AILA Practice Pointer 2021”] https://
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Group, conducted June 2022. Notes on file with 
author. [hereinafter “Ms. Ziesemer interview”]
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Guatemala, and Honduras, U.S. Department of 
State (Washington, DC: February 2021), https://
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MAN-RIGHTS-REPORT.pdf. (The same report 
highlighted “unlawful and arbitrary killings by gov-
ernment security forces; arbitrary arrest and deten-
tion; significant government corruption” and other 
rights abuses)

45.	See U.S. Department of State, Dominican Re-
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46.	See Human Rights Watch, El Salvador: Broad 
‘State of Emergency’ Risks Abuse (Washington, DC: 
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neva: April 2022), https://www.ohchr.org/en/press-
briefing-notes/2022/04/el-salvador-concern-mea-
sures-response-rising-gang-violence. Since then, 
police forces have carried out massive sweeps of 
suspected gang members, arresting upwards of 
50,000 people without warrants. See U.S. Congress 
Tom Lantos Human Rights Commission, State of 
Exception in El Salvador, Tom Lantos Human Rights 
Commission hearing (Washington, DC: September 
12, 2022), https://humanrightscommission.house.
gov/events/hearings/state-exception-el-salvador. 
See also Committee in Solidarity with the People 
of El Salvador (CISPES), Government threatens 
arrests of those who march on International Work-

ers Day, CISPES Press Release, April 29, 2022, 
https://cispes.org/article/government-threatens-ar-
rests-those-who-march-international-workers-day. 
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Prosecutors, U.S. Department of State, Press State-
ment (Washington, DC: March 2022), https://www.
state.gov/guatemalas-public-ministrys-continued-at-
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See also Human Rights Watch, In Guatemala, A 
Fresh Crackdown on Prosecutors (March 1, 2022), 
https://www.hrw.org/news/2022/03/01/guatema-
la-fresh-crackdown-prosecutors.  

48.	See U.S. Embassy in Honduras, Acting DHS Sec-
retary Wolf’s Remarks with Honduran President 
Juan Orlando Hernández, (Tegucigalpa, Hondu-
ras: January 9, 2020) https://hn.usembassy.gov/
acting-dhs-secretary-wolfs-remarks-with-hondu-
ran-president-juan-orlando-hernandez. 

49.	See United States Department of Justice, Juan 
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duras, Indicted on Drug-Trafficking and Firearms 
Charges, Extradited to the United States from 
Honduras, Justice News (Washington, DC: April 
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do-hern%C3%A1ndez-former-president-hondu-
ras-indicted-drug-trafficking. (according to the U.S. 
Drug Enforcement Administration, as president, 
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50.	Members of the U.S. Congress have expressed 
hope over the recently elected government of 
Xiomara Castro in Honduras. See U.S. House of 
Representatives, State, Foreign Operations, and 
Related Programs Appropriation Bill, 2023, Report 
to accompany H.R. 8282 (Washington, DC: July 
2022), https://www.congress.gov/117/crpt/hrpt401/
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200,” CATO Institute, September 29, 2022, https://
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